DAVID K NDUWA
San Diego, CA | Open to Bay Area & Remote | linkedin.com/in/david-k-Nduwa | davidnduwa134@gmail.com | 3466908557
Azure Infrastructure Engineer
PROFESSIONAL SUMMARY
Azure Infrastructure Engineer with 5+ years of enterprise IT operations experience, specializing in networking architecture, governance enforcement, monitoring visibility, and disaster recovery validation. Strong foundation in hybrid cloud troubleshooting, identity management, and SLA-driven support. Hands-on experience designing hub-spoke topologies, configuring Azure Firewall, and implementing subscription-level governance. AZ-900 certified, preparing for AZ-104. Bilingual: English, French, Portuguese, Swahili, Lingala.
CERTIFICATIONS
1. Microsoft Certified: Azure Fundamentals (AZ-900)
1. Azure Administrator (AZ-104) – In Progress
1. IT Support specialist 
1. Python Developer Certificate
TECHNICAL SKILLS
Cloud Platforms: Microsoft Azure, Azure AD (Entra ID), Microsoft 365
Networking: Hub-Spoke Architecture, Azure VNets, Subnets, NSGs, VNet Peering, UDR, Forced Tunneling
Security: Azure Firewall (Application & Network Rules), Standard Load Balancer, Health Probes, CrowdStrike, RBAC
Governance: Azure Policy (Allowed Locations, Required Tags, Deny/Audit Effects), Cost Management, Budget Alerts
Monitoring: Log Analytics, KQL Querying, Network Watcher Diagnostics, Diagnostic Settings
Disaster Recovery: Recovery Services Vault, Azure Site Recovery, Cross-Region Failover
Tools: ServiceNow, PowerShell, Bash, Python, SharePoint, Google Workspace
Languages: English, French, Portuguese, Swahili, Lingala
PROFESSIONAL EXPERIENCE
Freelance IT Support Analyst
Self-Employed | Remote | 2022 – Present
1. Provide IT support for SMB clients, managing Azure AD and Microsoft 365 accounts, licensing, and security configurations.
1. Configure and secure endpoints with CrowdStrike, VPNs, and role-based access enforcement.
1. Deploy cloud solutions and automate administrative tasks with PowerShell and Python scripting.
1. Manage identity lifecycle including onboarding/offboarding, RBAC role assignment, and access reviews.
IT Support Analyst
Unitel | Angola | 2021 – 2022
1. Supported 500+ enterprise users in hybrid Microsoft (Azure AD / M365) environments.
1. Reduced average ticket resolution time by 25% through structured troubleshooting workflows and ServiceNow management.
1. Managed Azure AD (Entra ID) access control, onboarding/offboarding, and RBAC role assignments.
1. Maintained SLA compliance using ServiceNow ticketing system with priority-based escalation.
1. Performed network troubleshooting including DNS, VPN, TCP/IP, and firewall validation.
1. Secured endpoints using CrowdStrike and role-based access enforcement across the organization.
IT Technician (Internship/Contract)
UNFPA – United Nations Population Fund | multi-Country | 2019 – 2020
1. Delivered IT support across multiple countries, ensuring system uptime and compliance.
1. Assisted with SharePoint migrations and Google Workspace integrations.
1. Resolved network connectivity issues in remote field offices with limited infrastructure.
AZURE INFRASTRUCTURE PROJECTS
Hub-Spoke Network Architecture with Centralized Egress
1. Implemented centralized egress inspection across spoke VNets using Azure Firewall and route tables (0.0.0.0/0 forwarded to virtual appliance). Validated outbound routing via Effective Routes.
NSG and Connectivity Validation
1. Validated NSG priority evaluation and connectivity flows using Network Watcher troubleshooting tools. Documented VM, NIC, and VNet regional dependency constraints impacting cross-region migration design.
Standard Load Balancer Deployment
1. Deployed Standard Load Balancer with backend pool and health probe validation for production-simulation high-availability scenarios.
Subscription-Level Governance Baseline
1. Implemented governance baseline including budget alerts, region restriction policies (Azure Policy with Deny/Audit effects), and required tagging enforcement.
Monitoring & Log Analytics
1. Configured diagnostic settings to Log Analytics workspace and developed reusable KQL queries for operational monitoring, firewall activity, and storage event validation.
Disaster Recovery & Site Recovery
1. Simulated Azure Site Recovery cross-region failover; validated backup retention tiers and regional deployment constraints using Recovery Services Vault.
EDUCATION
Continuing Education: Cloud Computing – Western Governors University 
